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•• The MAILING DATE of this communication appears on the cover sheet with the correspondence address - 



Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

• If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )IE Responsive to communication(s) filed on 24 January 2005 . 
2a)D This action is FINAL. 2b)[2 This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 

Disposition of Claims 

4) |3 Claim(s) 1-41 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) ^ Claim(s) 1-41 is/are rejected. 

7) E3 Claim(s) 28-41 is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) D The specification is objected to by the Examiner. 

10) D The drawing(s) filed on is/are: a)D accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

11) D The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12) D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 1 1 9(a)-(d) or (f). 
a)D All b)D Some * c)D None of: 

1 .□ Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. . 

3. D Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 



Attachment(s) 

1) H Notice of References Cited (PTO-892) 4) □ Interview Summary (PTO-413) 

2) □ Notice of Drattsperson's Patent Drawing Review (PTO-948) Paper No(s)/Mait Date. . 

3) □ Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5) □ Notice of Informal Patent Application (PTO-1 52) 

Paper No(s)/Maii Date . 6) Q Other: . 
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DETAILED ACTION 

• Applicant's Request for Continued Examination filed 1/24/2005 is acknowledged. 

• Claims 1, 8, 9, 13, 20, and 27 have been amended. 

• Claims 28-41 have been added. 

• Claims 1-41 are pending. 

Claim Objections 

1 . Claims 28-41 are objected to because of the following informalities: 

In the Remarks on pg. 12 of the Amendment, the Applicant introduces new 
claims 28-41 , stating that support for these claims may be found in the specification, but 
has left the specific page # and/or line # blank. 

Appropriate correction is required. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

3. Claims 1-41 are rejected under 35 U.S.C. 102(b) as being anticipated by Ross 
(US005394402A). 
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- In regards to Claims 1, 8, 13, 20, 27, 28, and 35, 

Ross discloses an apparatus and software-controlled program for executing a 
method for switching segmented traffic of a VLAN (Title; Abstract; Col. 2, line 57; claim 
1,8,1 3,20,27,28,35 -apparatus and stored program of instructions for executing a 
method for isolating ports on layer 2 switch). 

Referring to Fig. 1, Ross discloses configuring and maintaining VLAN 
designations on the plurality of ports of hub 10, thereby isolating the ports for 
processing only messages belonging to the designated VLAN segment (Col. 3, lines 14- 
21; claim 1,8,13,20,27,28,35 - means for configuring/maintaining each switch port as 
protected or non-protected). 

Ross shows identifying destination addresses carried by messages received on 
one of the hub's ports and transmitting/forwarding the message to a port that matches 
the destination address in memory (Col. 3-4, lines 65-6; claim 1,8,13,20,27,28,35 - 
means for matching destination address on a packet received by an ingress port with a 
physical address/port pair in switch memory). 

Ross discloses how FPE 40 functions to interact with various control and 
memory elements for mapping message transmissions to/from the plurality of ports 12- 
18 of hub 10 (Col. 5-6, lines 29-45; claim 1,8,13,20,27,28,35- means for generating 
forwarding map for packet based on destination address on packet; claim 
1 ,8,1 3,20,27,28,35 - means for sending packet to ports pursuant to forwarding map; 
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- Regarding claims 2-5, 7, 9-12, 14-17, 19, 21-24, 26, 29-32, 34, 36-39, and 41, 
Ross discloses an apparatus and software-controlled program for executing a 
method for switching segmented LAN traffic that covers all limitations of the parent 
claims. Regarding claim 9, Ross has disclosed all limitations similar to claims 1, 8, 13, 
20, and 27 above. 

Regarding the transmission of messages, Ross discloses that messages 
properly matched to stored VLAN designations and destination addresses of a port are 
transmitted/forwarded to that port (Col. 6, lines 24-33; claim 9 - packet forwarded to 
destination port if paired). 

Ross shows that transmission from external ports which may connect the 
destination is performed for messages from an internal source port having an 
associated VLAN designation when the destination addresses do not match a stored 
address/designation of any other port of the hub (Col. 4, lines 11-17; claim 9 - packet 
forwarded to each non-protected port if ingress is protected; claim 2,14,21 ,29,36 - 
generating comprises sending packet to each of non-protected ports if destination 
address is not matched with physical address and ingress port is a protected port; claim 
4,1 1 ,16,23,31 ,38 - generating comprises allowing packet to be forwarded from 
protected ports to each of non-protected ports). 

Messages from an internal source port not having a VLAN designation may be 
transmitted to all ports (Col. 1 , lines 28-31 ; claim 9 - packet forwarded to all ports if 
ingress is non-protected; claim 3,15,22,30,37 - generating comprises sending packet to 
all ports if destination address not matched with physical address and ingress port is 
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non-protected port; claim 5,10,17,24,32,39 - generating comprises allowing packet to 
be forwarded between non-protected ports; claim 7,12,19,26,34,41 - generating 
comprises allowing packet to be forwarded between non-protected port to each of 
protected ports). 



- In regards to Claims 6, 18, 25, 33, and 40 

Ross discloses an apparatus and software-controlled program for executing a 
method for switching segmented LAN traffic that covers all limitations of the parent 
claims. 

Ross shows that messages carrying a VLAN designation cannot be forwarded to 
ports having a non-matching VLAN designation (Col. 3, lines 40-45; claim 6,18,25,33,40 
- generating comprises prohibiting packet to be forwarded between each of protected 
ports). 
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Response to Arguments 

4. Applicant's arguments filed 1/24/2005 have been fully considered but they are 
not persuasive. 

- In the Remarks on pg. 13 of the Amendment, the Applicant contends that 
Ross does not disclose isolating a plurality of ports sharing a single VLAN, 
as specified in claims 1, 8, 9, 13, 20, and 27, as amended, and claims 28 
and 35, which are newly added. 

- The Examiner respectfully disagrees. Ross discloses a VLAN hub which 
is configured and maintained through the use of port designations, called 
VLAN designations. The ports of the hub are isolated based on these 
"VLAN designations". The Applicant appears to interpret the use of this 
term to show that Ross utilizes a plurality of VLANs, each assigned a 
unique designation. However, Ross clearly discloses that these "VLAN 
designations" are used for segmenting a single VLAN by assigning 
designations to the ports. of one or more hubs within that single VLAN 
(Abstract; Col. 1 , lines 20-44). In this way, the newly amended and/or 
added limitation to claims 1, 8, 9, 13, 20, 27, 28, and 35 is met by the 
disclosure of Ross. 
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Conclusion 

5. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 



• Godwin et al. (US006505192B1) discloses security rule processing for 
connectionless protocols 

• Coile et al. (US006473406B1 ) discloses a method and apparatus for 
transparently proxying a connection 

• Obenhuber et al. (US006144638A) discloses a multi-tenant unit 

• Winiger (US005845068A) discloses multilevel security port methods, 
apparatuses, and computer program products 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Gregory B Sefcheck whose telephone number is 571- 
272-3098. The examiner can normally be reached on Monday-Friday, 8:00am-4:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Hassan Kizou can be reached on 571-272-3088. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



GBS 

3-22-2005 




JOHN PEZZLO 
PRIMARY EXAMINER 



